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February 28, 2011

Marlene H. Dortch
Offiu oflhe S<'>:rcwy
Federal Communication Commission
445 12th Street SW
Suilt::1V/-AJ25
WllShinglOll. DC 20554

Re: EB DOCKF.T NO. 06-.l6
CERTIF1CATION OF CPi'I'l FlLlNC (Fehru.ry 28, 2011)

Dear Ms, Dortch:

Pacific LighL,"ct, Im:. ,k'ing bU5ineSS a5 Wavecom Solutions (,'Wavecom Solutions"), hereby
fll~ a copy ofits 2010 Annual CPNl Compliance CertificlllC, 88 required byscclion
64.2009(e) afthe Commis-sion's rules.

Please let me know ifyou have any que:<:tion~ about this filing.

Si=ly,

Simon Fi an
ChicfTcchtlOlogy OfliCl.'T

Cc: Dest Copy and Printin& Inc. (BCPT), fcc@;bcpiweb.com,
Federal Communications Commission, Enfon:ernt:llt Bureau, Tdewmmunications
COllSl.IIIle:rs Division, 445 12th Street, SW, Washington, DC 20554



WA\"ffOm SolulioaJ
CPflro'1 COMPUA.~CE CER1U1CATF.

ED I)od;ft ~G.lI6-36

I, SThiON FroDIAN. barlIy certify as follow..

I. I am the Chief Technology 0fIiCl.'T or Wll~"CCOm Solulions. In tIUs t;JpiIcity. 1 have
pasomI knowlcdac of WlI'o'O.XlrJl Snlt1tit'm' op:rating pru:alwes oonceming C\lSlllITIe!"

proprietaJy nel'WOfk infonnatioD (CPNl).

2. I provide this certificntion for the calendar ye;u- ~uJing I:kxx:mbcr 31, 2010. in accord:mc:e
with ~i(,)lll\lI", 47 C.F.R. 64.200'.l{e) (together with such oLheT rulC$ COlltainOO at
47 C.F.R. 64.2001. C1 seq, as the same may he mOOi!ioo, WIlClIdod or clnrified, from time
to time. ool1~vely, the "CrN! Rwcs").

3. llu: lItlachcd StatClllClll ofCPNI UlInplinnce explains how Wanll;ulll Solutious operating
procedwe; ensure thitl it is In compliance wilh the Cf>Nl Rules.

4. The Complmy has Ill)ll.akl:n any actions apinst data brokc:r.i in the p;uI)UIr.

S. The Company has Ill)l nx:civcd any CllSlOlnel'" compbiIUs in lbe p;t5l.~ OOlLUniog Ibe
IllIIIIl1bOOza: rdease ofc:::Pl\'1.

Certified this 28th dayofFetxuary. 2011.



ATfACHMEl"fl' TO 2flO9 CPl\l CO:\'PLlAJ~CECERTIFICATE

Swen'U!''lI ofCPNJ. Cw!p!iaoce

I SIMON FlDDIAN sign this SImmCnl ofC1'NI C/ll'TIfltiance in~ ...ith Stx:tioo 222
of\lkTe~Aa of 1996, as amendal.. 47 USC 222, and dx FCCs Code of
Fodcral Rcgulstioos (CFR) Title 47 § 64lOO9. 011 tdlalf of Pacific UgNNec. Inc.. dlling
~ lIS WlI'o'ClOOlIl. Solution!> (~W8\'tloXIm SoIlDims') This Sulc:ml:lll Iddn:::s:ses the
l't'quircmcol of47 Ctl( § 64.2009 ttw the Ccmp;my proviIk bolh a Catificllle ofComptima:
hia "stlIallml ......-mpaD)irJa,: the ccrtif~- 10 ecplain how irs opcr.ding ~occdwaI~

oocnpI iao.'>= "'"illl ~7 CFR § 64.200 1-.2009.

Ou bdlalfofw....a:om So1urinm.1 o::rtify as IOlIo,,"s:

I. I IlIll the ChiefToehnDlogy Office!" of lhe Company. My busineu addres.5 is 1132
Bimop Sum.. Suiw 800, Hooolutu, Hawaii 96813.

2. I have per.;onaIimowkdgt: ofthc facts staled in this Certificate ofCompliaoo::. lam
n.:sp;lnsiblc for ovcrsccing compliance with lhc FCC rule!; relating w customer
proprietary network informaliull (CPNl). I1le Com[llll'l)' ql.lo'l.lifies a:s a "$lIl8lJ business
Cl.>lllXm."

3. 'lk Company conducts ongoing lr.<ining tor its pen;onnel llddressing the ddiniliull
i\flIJ ca\Cb"Jrics of ONI, flmeedures to ~eguard CPl\l, and proca1ure; to report
hreaches of CPNl Per'$UlulCl who make unauthorized U'it' of CPhl IlI'C wbjocl to
W'lCiplinary &Ctioo, up to find including terInirWilJlL

4. During 2010. Wava:on'l Solutions did 001 ~~ or disckw CPNT for the
purpose of its sales and mad;.cting CampNgJIll or for ser.ices oUl!iillc the caICgOry of
lla"\W already sub!lcribc:d to by the custome!". III the C\-'au Wallecom Solutions
~ usc ofCPl\l in any~ sales lIIllI maJki:ting campaiBJl.'. the Compmy's
policy is 10 maintain m::ord:s ofilS own $llIes and marketing campaiKnS Ihat Il!I;: C1'1\1.
l1Jc5e~ iocludc a description ofeadl campaign, !he spoxific ('"p1\1 thai ""'U1ISoId
in the cmpaign. and the products ;ud ICO'iccs thai ""ere olTered as a part of !he
~ The CompwIy', poIi!:)' ill'" mainmin tbeso: n:wnis in ;I:!i offoc:es for a
rru.um..n ofooe year.

S. Prior Io:my "",lirilalioo lOr 0JSI0n1« appro'"1I1. the Company will provide noCificatioo
lD !he t'IISIOlnl:r of the el&!ilUmCl"s rigbl lD restrict use ot discloMJn: 01:, and aooess to
thai. CUSlOIDCl's CP\ll ;n llCOOI'dance ....itb 47 efR 64.2008. The Comp.1l1y·s policy is
10 mainbin m:onIs of CUSlOmer appro,"ll! for use ofCPhl. illS weD lIS rK:Itices requiral
by the fCC's regul~ for a minimwn ofone rear, in a readily-available 1oxaIioo
lhal. can be consulted lIIl lID IIHlCCdcd basis so ttw The stains of a customCl"s CPNI
lIPPl\'vai can Ix: ck:arly CSInhlished prior 10 the usc ofCP:-.I1.



6. The Company's policy is to maintain l"CWnb OfllcrNI breach for a minimum of two

~ These roc:onJs will include. daaiption of the: sups the Ccwnpany lDOk 10
prevent the bread!, how the bteach occurn:d. the impact of !hi: bMlch and proof of
1-..ti{jg1Jon 10 I;,w mforocmatl and the cuslOmer, iflIpplieable.

7. During 2010 Wavooom SohJtion5 did 001 use, access, or disclose CPNIIO cuWutt
~ marlr::eting. The Company has ;t~ m'icw pcllCCa regarding
~ ",i\h lbe K'C':I ndcs relating 10 pCLed'inn of Cpt.,l for ou.bnomd
marketing situariom.. The p.upose: of this supavisory n.>vicw pcooes5 is 10 ensure
tl.IDlpliaoce ",·ith all ruk:s poor 10 U:5llIg CPNI for a purpose for whicb~
lI(lplO\"lII is ~uired.. Comp3ny pcnol'\lIf:L piur IQ making any Il$C ofCPNI, must Iirsr;
coosuJ.l ...ilh me regardu!g the Ia....fulness of using the CPf>,.'l in tht- IIUlIllll.T

IXlIIIcmplaled. In deciding w!'IdJ'leT the cootcmplatcd usc of thc: CPNl is JIf"OPl:T. I
eonsull ...ith one or~ of the follo~: the Company's CMn compli~ ll'I.:IIlIW.
!he applicable FCC regulations. the fCC's Complianrx Guide, and, ifl.. IS 'Y, IegnI
COWl!lCI.. The CompRny's SIlks per.lOIlJlel must obtain supervisory approvalliuru me
~g anyproposed usc "fcrNI.

8. In 2010 Wavccom SohJtions expcricnc«l IWO socurity ~hes resultiTlll in
wllIuthorizcd access to CVNI. A~ de!lCrihed in the reports filed Kt the time, Wavcoom
Solution~ addres.'led each incident all follows:

a. On J~ 23, 2010 a camet' report notified Wavoc.om Solutions of. !<pike in its
outbouuiJ call volume 10 internalional oowuries. Upun in"CI:lliil/llion,
Wavecom Solutions discov~ a backer using a Conflcker ,irus permutation
~ stan· crcdauiaJs and peneb1I1ed the company's 8Q8Ne:tfooc VoW
$)'SU:R1. The engineering k'3nl ido.:nJifioo and blockod fhe call IOOtCS being
lWed and 1lnl idcJllifiod • source IP Address r.mgc initillting additiooal call
alIcmptS and hlocked tbosC' IPs. We d1aogut!be rooI paU'WOl'ds for 1111 Unix
sen~ and Ser SIP ~""'''lll\ls 011 all KCOlIJlI$ u.'led 10 make W'Wllhorit.ed
calls. Pa<;$lOYlt'd$ for sWI' accounl5 ...ith IOOI lICICC&ll"'"ere a!kl changed. The
virus ....as mU(I\'cd lJom all mfected ckvic.c:s. Do'"",",,' oommarod logs
T'e\-eaJed oertai:D deWls or 'wa"lborizod~ 10 !he VoIP S)'5tml. bot logs
were DOl available 10 dacrmine!be c:om:pkt<; alall. or !he brelleh. Avaibbk
nidence shov.·ed limited access 10 CPl'.'I dala. bur. il is lcchnicaUy poaible thal.

aU da1a In the VolP dalabw- 5)'lIlml WllS a;mprnmised and~
infurmalion "'as er:tSed or awi~ by the inlruder. The foJloy,ing ..,.,.,ccli.'C
:lCIion "'<IS taken 10 mitigllC the: risk of a simibr fiIl~ so:urity bre.ches: (i)
lllllivirus and Windtw.'s updatcs ....m; run on aU scnus and eompulcI'S; (Ii) a
security vuhJe:r.rbility fix was lIppliod 10 tnalJ38e.S08nctfooe.eolll; (iii)
pass'voros wen: ehtlnSod for the 8Q8~f;fpbonc sigrwp WebsileS; (iv)
admin.808netfone.com ....as modifiodlO u.'Ie UlAP. AlllUlllulJJ:rizcd clwges
....ere removed from billing J'CICOrds. On July 2, 2010 the incident was rqxmed
10 the F.C.C. On July II. 2010 the F.C.C assigned ~uesllD 2OH~113'J028,

staled thai the elISe had been mio:wul, and 00 acUtlI\ ....lIS heing taken.



b. On AuguS! 14,2010 a h:lel:.cr accessed staffcn:dcntial~ and ~!be
COfIlIW1Y's 808Netfone VolP~)'1It01l. Appmximalely 300 t:alI altanpts "'a"(:

made OVlT a shoft period orrime ttl Ibm: inlmJatiooal dcsrirwions and all but
sa calls wo-e hlocl.:ed. Our Sl<lfTnoticed the in:ident and idcntiflO.l apancm
ofunawhorizc:d Il8C lOr tbose calls. t;poo in\"C!itigatioo we identified the call
fOUtcs being U5Cd and blocl.:ed lbcm. We dJangcd 8OllNetfonc: I1:IldoAOR
de\-ice session pass,,'orW lOr all 808Ndfone CllSIllIIler~ To Jlre'UlI
fwtbc::r inlrusioos, all eredentiaIs ",m: cbangOO, and we Iodced do\T.n all
rcmoo: 5}'SlCIl151(l iIItemal tIe{\\'Of\;.:x::aIS only. f)orrn eomm:ll1d klgs and
systmI pnlCQli KOOW11ing lop l'e\'ea.l1be COlIlllWllls UIICd I(l KCeI5 the VoIP
a:eount Clble :mil ealI nx:onb. lloese Iog$ indic:ale that 00 further dam
intru!lioos wen: made. As corr«ti\-e iidioa, Wavo;:om Solutions setUP a SSH
proxy within m.:~ oetwodr. All unauth<wized cb::atp "'-ere mDO\'ed
!rom billing NClJ('lj$. On August 30. lQlO the ioeidan wu reported ttl 11K
ECC On September 8, 2010 lhe f.C.C assigned request ID 201Q-12711lS41.
staled th:ll1IK casc: had been reviewed, and 00 action .....<l!i being taken.

9. I\uthentication and data oonlrols include, but are IlOtlimilro10, lhc [OlJowtllg:

(i) erN! "du:at ShCCl" outlining eu.~lOmer authentiCilliou procedures po!!ted at
the work slations ofall C1.l810mCl" SCIV;ee Representatives.

(ii) Hard disk eflCryption software instillo.:<J un all Company liljWlpS.
(iii) Pass\\"O!'d protr<.:lioo enforcement on 11.I1 Company issued lllllCkb.:rry's.
(iv) Physical5ClCUritypolieyttl control~ 1O buildingsuilcs and collocations.
(v) Usage policy for company computers.
(vi) \nIcmct: policy forctn\tmlling infortIWioo uploadcdldownloadat lei and from.........
(.-ii) Passv.-ud policiCll.

10.~ Camp;my mun iIIIo eonfidentialily :agreemerus. as DOC sUY. wilb any joint
Vl;DIun;: partlIln or inc'· p1"ndem COiIU..1Or.Ii 10 whom it di9cIosc5 or pm'ides atteSS 10

ePNl

OlicfTa:hno\ogy OffICCf
Wa\'cwm Solutions
February 2l1, 2011


